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Breaking News! What would you do?

Breaking News: Authorities are investigating a major cyber attack targeting 
key financial institutions in the region.

Share Verify then 
Share



Motivation



Disinformation
False information that is spread, with intent to mislead 

Misinformation
False information that is spread, regardless of intent to mislead 

Satire
Factually incorrect, but the intent is to call out, ridicule, or expose behavior that is shameful, 
corrupt, or bad

Fake News
News that is intentionally and verifiably false and could mislead readers

Propaganda
Information—facts, arguments, rumours, half-truths, or lies— spread with the intent of 
influencing public opinion



News Verification



Online News Articles



News Agency

OBSERVE + ANALYZE IMAGE

● Is it well-known?
● Is it credible to you/has a reputation 

of publishing credible news?



URL

OBSERVE + ANALYZE IMAGE

● Does the URL match the official 
domain of the news agency?

● Are the words in URL relevant to 
title?

Hint: find the “official” domain by 
looking for the agency on Wikipedia



Headline

OBSERVE + ANALYZE IMAGE

● Is it written in a serious/official 
style?

● Does it match the content of the 
article?



Author & Date

● Is the author name clear?
● Is there a date?
● Did the news really happen on 

or before that date?

OBSERVE + ANALYZE IMAGE

Hint: Author name isn’t always 
mentioned in big news agencies articles



Image / Video

OBSERVE + ANALYZE IMAGE

● Is the image/video of high 
quality?

● Is the image relevant to the 
news?



Advertisements

OBSERVE + ANALYZE IMAGE

● Is the advertiser a known entity 
(e.g., government-related, 
well-known retailer, etc)?

● Is the advertisement of “high 
quality”?

● Are there many advertisements?



Text

OBSERVE + ANALYZE IMAGE

● Is it well-written (e.g., 
misspellings)?

● Does it sound sarcastic?
● Does it sound objective or is it 

expressing opinion?



Social Media



Author

OBSERVE + ANALYZE IMAGE

● Is the author well-known?
● Does the username reflect any possible 

bias towards the topic of the tweet?
● Is it verified?
● Is it a real name (beware of bots!)



Text

OBSERVE + ANALYZE IMAGE

● Is it well-written?
● Does it use emojis (😭, 😂, etc)?
● Does it sound sarcastic?
● Does it sound objective or is it expressing 

opinion?
● Does it contain hashtags? Do they match 

the tweet topic?



Image / Video

OBSERVE + ANALYZE IMAGE

● Is it of good quality?
● Does it look “real”? 

(Beware: AI-generated & 
photoshopped images!)



Date

OBSERVE + ANALYZE IMAGE

● Was it posted on or 
after the date of the 
event/relevant events?



Interactions

OBSERVE + ANALYZE IMAGE

● Is it “trending”?
● Was the news challenged 

in quotes or replies?



How to verify?

Search for information on the news poster 
and the news itself. Find whether other 
sources are supporting/refuting the 
news.

Lateral reading
and

Corroboration

Credible news agency

- Consider searching in social media platforms
- Use advanced search features (e.g., setting the date to match 

date of the news)
- Use multiple query variations to get versatile relevant results
- Verify sub-claims in a long news articles



How to verify?
Search using the news in websites of fact checking organizations or 
submit the news there to be verified.

Fact checking 
organizations

Hint: Many organizations support and communicate in different languages (e.g., Misbar 
monitors both English and Arabic news)



How to verify?

Search if fact-checking 
organizations 
fact-checked the claim

Google Fact 
Check Search

https://toolbox.google.com/factcheck/explorer/search

Fact-checking result



How to verify images?
● Search online using the image.

● Is it high quality?

● Look at the image, does it look 
“fake”?

Many news agencies posting a “similar” 
photo but with a different face



Propaganda



What about Propaganda?

A propagandistic text is characterized by a specific use of language in order 
to influence readers.

Text InfluenceSpecific Techniques



What do we mean by
 “specific techniques”? 



Propagandistic Techniques



Propagandistic Techniques
Name Calling or Labelling

Using loaded labels that are directed at an individual or a group, typically in an 
insulting or demeaning way, or as either something the target audience fears, hates, 
or on the contrary finds desirable or loves.



Propagandistic Techniques
Name Calling or Labelling

- America Has Been 
Completely Sold Out 
Not Only By Our 
Braindead POTUS 

Translation: “The 
sheikhs* of 
Facebook after 
Christmas”

*Referring to 
islamic scholars



Propagandistic Techniques
Flag Waving

Justifying or promoting an idea by extolling the pride of a group or highlighting the 
benefits for that specific group. 
The stereotypical example would be national pride, hence the name of the 
technique; however, the target group it applies to might be any group, e.g., related to 
race, gender, political preference, etc.



Propagandistic Techniques
Flag Waving

- "Entering this war will make us 
have a better future in our 
country.”



Propagandistic Techniques
Appeal to Time 

The argument is centred around the idea that time has come for a particular 
action.

“Should we vaccinate the entire population in the 
context of the current pandemic?
This is the right time to do it, and this is the right 
thing.” 



Propagandistic Techniques
Let’s critically think about the following: 

- "’Fascist’ Anti-Vax Riot 
Sparks COVID Outbreak in 
Australia."

- "We should make America great again, and 
restrict the immigration laws.”

- "If majority of the population does not get 
vaccinated within a month the pandemic will kill us! 
So, we need to start vaccinations right now.”



Propagandistic Techniques
Let’s critically think about the following: 



AI for Propaganda Detection



Useful Verification Resources!
● https://start.me/p/ZGAzN7/verification-toolset
● https://mediabiasfactcheck.com/
● https://guides.lib.berkeley.edu/c.php?g=620677&p=4333407
● https://toolbox.google.com/factcheck/explorer/search
● https://www.reuters.com/fact-check/arabic/
● https://www.reuters.com/fact-check/
● https://www.poynter.org/media-news/fact-checking/
● https://library.csi.cuny.edu/c.php?g=619342&p=4310783

https://start.me/p/ZGAzN7/verification-toolset
https://mediabiasfactcheck.com/
https://guides.lib.berkeley.edu/c.php?g=620677&p=4333407
https://toolbox.google.com/factcheck/explorer/search
https://www.reuters.com/fact-check/arabic/
https://www.reuters.com/fact-check/
https://www.poynter.org/media-news/fact-checking/
https://library.csi.cuny.edu/c.php?g=619342&p=4310783
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